PWNCLOUDOS AMDG64 ISO
Installation Guide

PWNCLOUDOS AMD®64 Installation Guide

This guide walks you through installing the PWNCLOUDOS AMDG64 ISO using
VMware Workstation. The steps will be similar for other hypervisors.

1. Download the PWNCLOUDOS AMDG64 ISO
Download the latest AMD64 ISO image from the official website:
PWNCLOUDOS - A multi-cloud security platform for purple teamers!

2. Create a New Virtual Machine in VMware Workstation
| am using VMware Workstation in this example.
1. In VMware Workstation, click Create a New Virtual Machine.

2. Select Typical (recommended) and click Next.
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https://pwncloudos.pwnedlabs.io/

[ Mew Virtual Machine... Ctrl+MN
! Mew Window
Open... Ctrl+0

Scan for Virtual Machines...

Cenfigure Auto Start VMs

Close Tab Ctrl+W
EL  Connectto Server... Ctrl+L
Exit

1. Select | will install the operating system later and click Next.

Guest Operating System Installation

& virtual machine is like a physical computer; it needs an operating
systemn. How will yvou install the guest operating system?

Install from:
Installer disc:

Mo drives available

i) Installer disc image file (isa):

O 1 will install the operating system later.
The virtual machine will be created with a blank hard disk,

Help < Back Mext = Cancel

1. Under Guest operating system, select:
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e Linux as the operating system
o Debian 12.x 64-bit as the version

Then click Next.

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

ﬂ Lirux
() VMware ESX
() other

Version

Debian 12.x 64-hit s

Help < Badk Mext = Cancel

1. Set your Virtual machine name and choose the Location where the virtual
machine files will be stored.
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Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

pwndoudos_iso

Location:

= - pwndoudos_iso Browse...

The default location can be changed at Edit = Preferences.

< Bacdk Mext = Cancel

1. Specify the disk capacity:
o Set the Maximum disk size to 40 GB.
o Select Store virtual disk as a single file.

Click Next to continue. The partitioning will be finalized later in the installer.
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MNew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine’s hard disk & stored as one or more files on the host computer’s

physical disk. These file{s) start small and become larger as you add applications, files, and
data to your virtual machine,

Maximum disk size {GE): 40.0 2

Recommended sie for Debizn 12.x &4-bit: 20 GE

) Store virtual disk 2s a single file
I:::ISpl'rt virtual disk into multiple files

Splitting the disk makes it sasier to mowve the virtual machine to ancther computer but
may reduce performance with very large disks.

Help < Back Cancel

1. Click Customize Hardware....
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MNew Virtual Machine Wizard 4

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Debian
12.x 64-hit,

The virtual machine will be created with the following settings:

MName: pwndoudos_jso
Location: _ o . _pwndoudos_iso
Version: Workstation 17.5 or later

Operating System: Debian 12.x 64-bit

Hard Disk: 40 GB

Memory: 2043 MB

Metwork Adapter: MAT

Other Devices: 2 CPU cores, CD,/DVD, USE Controller, Sound Card

Customize Hardware...

A

< Back Cancel

1. Adjust the hardware settings:

e Memory (RAM): Minimum recommended is 6-8 GB (the example uses 16
GB).

e Processors: Set Number of processors to 2.
 Number of cores per processor: Set to 2.

Click Close, then click Finish to create the virtual machine.
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Hardware

Device Summary Procassars

Memary 16 GB Riubariof processces:

B R T —

(%) New CD/DVD (SATA)  Auto detect Total processor cores: a

55 Network Adapter NAT

B USE Contraller Present Virtuzlization engine

t}i Sound Card Auto detect [ virtualize Intel VT-/EPT or AMD-V/RVI

[ Display Auto detect D‘.ﬁrtual’me CPU performance counters
D‘-ﬁrtual‘me IOMMU {10 memory management unit)

Add... Remaove

3. Attach the PWNCLOUDOS ISO to the Virtual Machine

1. Select the newly created virtual machine and click Edit virtual machine
settings.
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l_'|:| pwncloudos_iso

Y

Mermuory 16 GB

* Devices

Processars 4

Hard Disk (5C5) 40 GB
CD/DVD (SATA) Auto detect
Metwork Adapter MAT

USE Controller Present
Sound Card Auto detect

Display Auto detect

¥ Description

1. Go to the Hardware tab and select CD/DVD (SATA).

2. Choose Use ISO image file and browse to the PWNCLOUDOS AMD64 1SO you
downloaded.
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Virtual Machine Settings

Device status
Connected
HCDI'I nect at power on
Connecticn
Auto detect
IC:I Use physical drive:
USE Controller Prasent Auto detect
t] Sound Card Auto detect Q) Use 150 image file:
[ pisplay Auto detect
| | pwincloudos-amdad.iso ~ | [ BV‘BVI%J
Advanced..
Add Remaowve

Cancel Help

1. Click OK, then Power on this virtual machine.
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l_'|:| pwncloudos_iso

¥

* Devices
Memory 16 GB
Processors 4
Hard Disk (5C5I) 40 GBE
CD/DVD (SATA) Using file pwnclo...
MNetwork Adapter MNAT
USE Controller Present
Sound Card Auto detect

Display Auto detect

¥ Description

4. Start the PWNCLOUDOS Installer
1. At the boot menu, select Install PWNCLOUDOS and press Enter.

PWNCLOUDOS AMDG64 ISO Installation Guide



r LB e T

Iry ~ Install PunCloud03
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Fanlsate Hode

Press [Tabl to edit options

Hintomat e boot in 9 secondss e

1. After the system boots, click Login.
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cloud Q@ BEus 1948 O

Pwned Labs Live User o

EIE—

1. The installer will open automatically. When prompted for Partition Mode,
select Option 1.

menu Q) & © > :@ Terninal -

Terminal -

Terminal Tabs

2026-01-16 19:50:15 [WARN] System not booted in UEFI mode; will attempt BIOS ins
tall only

2026-01-16 19:50:15 [INFO] Preflight checks passed

Scanning for existing operating systems...

Erase All - Use entire disk (EFI + 8GB swap + root)

Erase All - Use entire disk (EFI + root only)

Manual - Guided sizes (EFI + optional swap + root + optional home)
Manual - Advanced (select existing partitions by number)

Select mode [1-4]: 1ff
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1. Next, you will be asked:

Enter target disk number (from the list) or name (e.g., sda or /dev/sda):

Select 1. sda 40G Disk VMware Virtual S (or the appropriate disk for your
setup).

> - @ Terminal -

Terminal -

2026-01-16 19:50:15 [WARN] System not booted in UEFI mode; will attempt BIOS ins
tall only

2026-01-16 19:50:15 [INFO] Preflight checks passed

Scanning for existing operating systems...

Erase All - Use entire disk (EFI + 8GB swap + root)

Erase All - Use entire disk (EFI + root only)

Manual - Guided sizes (EFI + optional swap + root + optional home)
Manual - Advanced (select existing partitions by number)

)
)
)
)

1
2
3
4
Select mode [1-4]: 1

1. sda 40G disk VMware Virtual S

Enter target disk number (from the list) or name (e.g., sda or /dev/sda):

1. Confirm by selecting YES. The partitioning process will begin. This may take
some time depending on your system.
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@ Terminal -

Terminal -
File Edit al Tabs Help
2026-01-16 19:50:15 [WARN] System not booted in UEFI mode; will attempt BIOS ins
tall only
2026-01-16 19:50:15 [INFO] Preflight checks passed
Scanning for existing operating systems...

1) Erase All - Use entire disk (EFI + 8GB swap + root)

2) Erase All - Use entire disk (EFI + root only)

3) Manual - Guided sizes (EFI + optional swap + root + optional home)
4) Manual - Advanced (select existing partitions by number)

Select mode [1-4]: 1

1. sda 40G disk VMware Virtual S
Enter target disk number (from the list) or name (e.g., sda or /dev/sda): 1
NAME SIZE TYPE FSTYPE MOUNTPOINT

sda  40G disk

Continue? Type 'YES' (any case) to proceed: VESI

1. When prompted to format the root partition, type y and press Enter.

The installer will now format the partition and continue. This can take several
minutes depending on your machine configuration. For example, it may take
around 8 minutes.

MO Y > :® Terninal -

Terminal -

Terminal Tabs Help

) Erase All - Use entire disk (EFI + 8GB swap + root)

) Erase All - Use entire disk (EFI + root only)

) Manual - Guided sizes (EFI + optional swap + root + optional home)
) Manual - Advanced (select existing partitions by number)

Select mode [1-4]: 1

1. sda 40G disk VMware Virtual S

Enter target disk number (from the list) or name (e.g., sda or /dev/sda):
NAME SIZE TYPE FSTYPE MOUNTPOINT

sda  40G disk

Continue? Type 'YES' (any case) to proceed: YES

Creating partitions...

Formatting partitions...

Format root partition /dev/sda3? (y/n): yl
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5. Create User Accounts

Once the partitioning and base installation are complete, the installer will prompt
you to create user credentials:

1. Set a username of your choice (for example: I4stplay3r ).
2. Set a user password.
3. Set the root password.

After entering the details, the installer will finalize the setup. This may take up to
about 4 minutes.

File Edit View Terminal Tabs Help
created 259 devices

created @ fifos

created @ sockets

created 27 hardlinks

Skipping EFI verification (no EFI partition selected or firmware not UEFI).

This will be the main user for your system.

Username: 14stpl4y3r
Full name (optional):
Password:

Confirm password:

Root password:
Confirm root password:

When prompted to reboot, type y and press Enter.
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Henu @ Terminal -

Terminal -

This will be the main user for your system.

Username: l4stpl4y3r
Full name (optional):
Password:

Confirm password:

Root password:
Confirm root password:

Cleaning up...

You can now reboot.

Reboot now? (y/n): yl

6. First Boot into PWNCLOUDOS
1. At the boot menu, select PWNCLOUDOS and press Enter.
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1. Log in using the username and password you configured during installation.

cloud @ Bus 2014 O

PWNCLOUD

After login, PWNCLOUDOS is ready to use.

tienu il @ & C) (% : i@ Xfoe Terminal

File Edit Vi erninal Tabs Help

PowerShell 7.5.4

Loading personal and system profiles took 68@ms.
[ @ 1-[/

- sudo pwsh

PowerShell 7.5.4
L @

0

PUNCLOUDOS

cl curi
ty_Enginee..

Terminal -

File Edit View Terminal Help

l—_[_ 1-[~]
$ sudo su

1-[/h

PWNCLOUDOS
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7. Next Steps and Feedback
Your PWNCLOUDOS ISO installation is now complete and ready for use.

We welcome contributions and feedback to improve PWNCLOUDQOS and its
documentation.

Share your feedback here:

Feedback form

PWNCLOUDOS AMDG64 ISO Installation Guide

18


https://docs.google.com/forms/d/e/1FAIpQLSc9KlABs5TU0TXKvQtzGIMCZr8JMe42BUQSaRVPLWd5mcqUWw/viewform

